;) University of Pittsburgh

Computing Services and Systems Development

Technology Help Desk
412 624-HELP [4357]
http://technology.pitt.edu

Getting Started with PKWARE’s SecureZIP for Windows

This document will help you begin using PKWARE’s SecureZIP, a compression and encryption tool for Windows that does the
following:

e compresses files and folders into archives
e encrypts files and folders
e compresses and encrypts file attachments in Microsoft Outlook

Note: You must reboot your computer after installation for the Microsoft email integration to work (please see the section for
Microsoft Outlook Users below).

Downloading and Installing SecureZIP

You can download and install SecureZIP using the Software Download Service at My Pitt. Faculty and staff can also download
and install SecureZIP from the Secure Your Data portal community at My Pitt (my.pitt.edu).

1. When you download SecureZIP, you may see a File Download — Security Warning window. If this window displays, click
Run to download SecureZIP. It is safe to run the file.

=

File Download - Security Warning }

Do you want to run or save this file?

Mame: SecureZip3zhit.exe
Type: Application, 18.0MB

From: my.pitt.edu

[ Run ][ Save ][ Cancel ]

P = | While files from the Internet can be useful, this file type can
) ,j potentially harm pour computer. 1F you do not bugt the gource, do not
= run o save this software. What's the risk?

2. You may see an Internet Explorer — Security Warning window. If this window displays, click Run to install SecureZIP.
It is safe to run the file.

Fa

Internet Explorer - Security Warning @

Do you want to run this software?

IE Mame; Securefip 12,4 32bik

Publisher: University of Pittsburgh Technology Help Desk

E] More options ([ Fun ]]I Don't Run

While files From the Internet can be useful, this file type can potentially harm
wour computer, Only run software From publishers wou trust, What's the risk?
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3. You will be prompted to select a location to extract the file. Select a location, check the box next to Run after extract:
install.bat, and then click OK.

3 PKSFX® - C:\Documents and Settings !

Extrack bo: | CiiDocuments and Settingsijdh

( Run after extract: install.bat

Created with the Registered Version of PKSFXE For Windows
MOT FOR DISTRIEUTION WITHOUT PERMISSION

[ (a4 l [ Cancel

4. You may be prompted to confirm the location of the extracted file. Click Yes.

PKSEX® - C:\Documents and Settingsorr2\L.ocal SettingsYTemporary Internet Files\Content.|ES\CMOILF 63\SecureZip32bit[1].exe |X

5. An extraction complete message will display. Click OK.

PKSFX® - C:\Documents and Settingstorr2\ ocal Settings\Temporary Internet Files\Content. IEBA\CMOILF63\SecureZip32bit[1].exe E

Exkraction complete.

6. You will be asked if you want to run install.bat. Click Yes.

PKSFX® - C:\Documents and Settingslorr 2\Local Settings\Temporary Internet Files\Content. I[ESA\CMOILF 63\SecureZip32bit[1].exe |z|

? Do you wark ko run the following program?
‘-‘.,/' ‘install. bat'

-
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7. A cmd.exe window will briefly display while SecureZIP is installed. Once the windows disappear, SecureZIP has been
successfully installed.

= BEE

G :S\DOCUHE™1 ~orx»2 \MYDOCU™1~SECURE™ »s=z124@16ene .exe 8 ~u"LICENSE_KEY=sz5yuzhmplm
ZuznSulxBurtczdshf4?s spassive"

SecureZIP for Windows 12.40.0016

A Please wait while Windows configures SecureZIP for \Windows
Ty 1240001

Gathering required infarmation...

[ J




Launching SecureZIP

To launch SecureZIP, click shortcut icon on your desktop. You can also click the Start menu, select All Programs, select
SecureZIP, and click SecureZIP for Windows.

Sassafras Kz

|
i SecureZIP & SecureZIP Attachments Status

Identity Finder

@| Log OFF |‘_| Shut Drown

‘4 start /" Home | Computing Se... /7 Secure Your Data - F... @ Inbox - Microsaft Out.,

Creating an Encrypted Archive

1. Launch SecureZIP and click the Add Files button.

f

La G dE-&- = New Archive.ZIP - SecureZiP

Home Organize Compression Extraction View Miscellaneous

g 6 @ (=21 g U Encrypt Files on/off Strong: Recipient list
U = » B “
” - sign Files onvott @3) Get a Digital Certi
‘ Add JExtract Encrypt Sign  View  Email
Files~ JFiles~ v archive | &3 Use FIPS 140 Mode

a Add Files... ) Security

\ Add Files a mal
& Add

Add files to the currently open
archive

2. Select the files you want to add (use CTRL-click to select multiple files).

5 Add Files
Select Files
ﬁ Look in: |B Organizational Communications M @ ? = N
Favarites
B Payrol e-mail reminder_08. docs B web Conference Summary. doc
@ 4 rca Change_1.doc
~ @]RCA Change_2.doc

3. Click Add to List, and then click OK.

eports| | pddtolist |

VI [ << pdvanced ]
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4. Inthe Save Archive As window, choose a name and location for your archive and click Save.
[ T
File narne: |SecureFiIe_'| I M
Saveastype: | ZIF Files ["2ip:"zipy) v| [ Cancel |
Split size: | Auko-Detect M kilobykes
5. Enter and confirm a passphrase to encrypt the archive. The red ‘X’ will change to a green checkmark (‘/) when you have

entered a passphrase of sufficient length (8 or more characters). Click OK to compress and encrypt your file(s).

TIP: To create a compressed archive without encrypting it, leave the passphrase fields blank and click the Skip button.

S Enter Passphrase and/or Choose Recipients for Encryption @

w ncrypt your files

Certificates

¥ | Please choose the @

Type name or email address to locate certificates in directories:

< Confirm passphrase:  eesesssessese

[EREW Personal Certificates

No certificates were found
i (=3 Other Local Certificates

Issuer

Expires

OK to encrypt, or click Skip to skip encryption,
(L ox J) so ] [ coma ][

Heb |

7

Extracting Files from an Encrypted Archive

You can open and extract (unzip) the contents of any secure zip file(archive) on your computer.

1.

Open the archive by double-clicking on it. Click the Extract Files button.

@ NEHDE-€- )+ ecureFile_3.zip - SecurezIp - o x|
B Home Organize Compressian Extraction  View  Miscellaneous @ -
g @ % = @ a | Encrypt Files on/off Strong: Recipient list or passphrase - Q
f Sign Files on/eff &3 Get a Digital Certificate
Add  Extract Encrypt  Sign View  Email Wizard
Files= Files~ Archive || 8 Use FIPS 140 Mode -
Adtign L} Security L} Wizard
B secureFile_1zip B3 Extract Files
‘: Extract toi| (B} Deskiop ve | @
Favorites = (&} Deskrop
{23 My Documents
= 'y My Computer
[ &ty Network Places
Desktap ) Installers
{C3) Mar 05 10 Snow Leopard
{5 MB_Analyzer
£ {5 Mew Folder
() Printer Drivers
Gy Emamints {23 5YD Testing Downloads
i) wie
My Computer
(4l Files 1 File(s)/Falder(s)
‘g (5 Selected Files 3,393,356 Bytes
My NetwOrk  Extrack fiker: | o fiker []
Places
| chaase an eption For after extracting files [+]
|_Extract | [ options.. | [ cancel | [ heb |
Selected 1 files, 3,313 KB | Totalines33sks i




2. Inthe Extract Files window, select a destination folder and click Extract.

5 Extract Files

Y
* [Extract to:|@ Deskkop I v| & 7
2
Favorites = (& 2
L) My Documents E
F— ' My Camputer
|_ \g Iy Metwork Places
Deskkop ’
My Documents
My Computer b

(@ all files 2 File(s)jFolder(s)

42,566 Bytes

My Network, Extrack filter; | Mo Filter & |
Flaces

|Choose an option for after extracting files v |

l[ Extract ]I[ Options...] [ Cancel ] [ Help ]

3. If the file has been encrypted, you will be prompted to enter a passphrase. Enter the passphrase and click OK.

£4 Enter Passphrase for SecureFile_3.zip

Please enter the passphrase to decrypt filefs), First file: SecureFile_1.zip

Passphrase:

[J Do not ask again

C o | [ ] (oo ] [ree ]

4. A Log window will display the successful extraction. Click Close. To view the extracted files, go to the destination folder
you selected in step 2.

Using SecureZIP with Microsoft Outlook

SecureZIP integrates with Microsoft Outlook, allowing you to compress and encrypt email attachments as well as the body text of
your email message. The following steps illustrate how to use SecureZIP with Microsoft Outlook.

Sending an encrypted attachment, or an encrypted attachment with encrypted message body:
1. After installing SecureZIP, you must re-boot your computer. Once you have re-booted, launch Microsoft Outlook.

2. Create a new email message. Type your message body text, and include any attachments as you normally would in Outlook.



3. Click the SecureZIP tab and ensure that the SecureZIP and the SecureZIP Encrypt buttons are highlighted. When these
options are selected, you will automatically be prompted to encrypt your attachment before it is sent.

- P b

4. When you are finished composing your message and have attached file(s), click Send.

5. A window will display asking if you would like to zip and encrypt your message. You can encrypt the attachment or you can
encrypt both the attachment and the body of your email message. Select the options you prefer, and then click Next.

| Would you like to zip and secure your message? [5_<|

m
‘You have selected to send a message.

Use the check boxes to enablefdisable each security option you want SecureZIP to perform.
Uncheck "ZIP" ko skip SecureZIP processing.

ZIP
ZIF Marne: |

Encrypt atkachments,
Encrypt message body.

Include UNZIP Instructions.

[[] Do ot ask me this question next time,

[ Mext = M[ Cancel ] [ Help ]

Note: If a window displays indicating that SecureZIP could not locate public keys for all of the recipients, select the button
next to Encrypt with passphrase for recipients without certificates and click Continue.

6. Enter and confirm a passphrase for encryption and click OK.

(~ Enter Passphrase andfor Choose Recipients for Encryption

¥ | Please enter the passphrase to encrypt your files

Passphrase: LTI Y]

Confirm passphrase: | #eess ses

¥ | Please choaose the certificates faor the recipients that you wish to encrypt Far

Type name or email address to locate certificates in directories:

Cerificates Expires Issuer Select Al
1= (73 Personal Certificates
Mo certificates were found

(=) Other Local Certificates

(<] 1l | (2]

Click QK to encrypt, or click Skip to skip encryption.

I OK ] [ Skip ] [ Cancel ] [ Help ]




Opening a zipped and encrypted attachment in Outlook

To open an attachment:

To open an attachment, double-click on the zipped attachment. SecureZIP will launch, and you will see the contents of the
archive in the main SecureZIP window. A lock icon next to a filename indicates that the file has been encrypted.

@ 1IEdE-€&- - 1

—-/I Home Organize Compression

CCeB 8¢

Add Extract Encrypt  Sign View  Email

Files~ Files~ B Archive
Actions P

8 ¥Fw- Confidential 2009-12-15 18_56_03.eml:

There are two options for opening an encrypted attachment:

Method 1

1. Double-click a file to open it. If it has been encrypted, then you will be prompted for the passphrase (which you will need to

obtain from the person who sent the message). Enter the passphrase and then click OK. The file will open.

@ DNEHE - @' s

Home Organize Compression Extraction Wiew Miscellaneous '@ T

V| Encrypt Files on/off Strong: Recipient list or passphrase -
GO R @ e e §

=3
Add  Bxtract Enm 2 Wirard
Files~ Files~ i

i &7 Enter Passphrase for FW- Confidential 2009-12-15 18_56... PK3
& B Fw- Confidentia

M || wizard
Please enter the passphrase to decrypt File(s), First File: FyW- Confidential
2009-12-15 18_56_03.&ml

)
| y

Passphrase:

[Joo not ask again

[ oK J [ skip ] [ Cancel ] | Help

Selected 1 files, 80 KB | Total 1 files, 80 KB

Method 2

1. Select the files you want to open within the SecureZIP window (use CTRL-click to select multiple files) and click Extract
Files.

NPT LA

—/ Home Organize Compression

B8 e

Add | Extract | Encrypt ‘l_m View  Email
Files~ | Files~ T Archive

Actions £l

B =R Extract
Extract files from the currently
open archive

Choose a destination for your archive and then click Extract again.

2.



3. Enter a passphrase and click OK. All the files you selected will be un-encrypted and saved at once to the destination folder

you chose.

é\ J

Home rg

6am

Add  Extract Encry
Files~  Files~

& E3Fw- Confidentia [

EHE-&- )

&7 Enter Passphrase for FW- Confidential 2009-12-15 18_56...

Ac E
Passphrase:

[ []oa not ask again

Please enter the passphrase to decrypt file{s). First file: Fyy- Confidential
2009-12-15 18_56_03.em|

R ¢

Wizard

1 fa || Wizard

[« ]

[ Skip

) [eme ] |

Help ]

@ -

Opening an encrypted email message:

If the email message body text you receive has been encrypted, the message body will read as follows:

This message was encrypted by SecureZIP(R) by PKWARE. To view this message, open the .ZIP attachment in SecureZIP.

To view this message from the Microsoft Outlook Reading pane, double-click the message to have SecureZIP open it in a new

window.

If you do not have SecureZIP, you can download a copy at http://www.securezip.com. Alternatively, you can use the free ZIP
Reader by PKWARE(R). A copy of ZIP Reader is available at http://www.zipreader.com.

If you received this message on a Blackberry or other mobile device, we recommend you read the message from your
desktop/laptop computer using SecureZIP.

There are two methods for opening an encrypted message from Outlook using SecureZIP.

Method 1: Opening an encrypted message from the email message list pane in Outlook

1.

2.

Double-click the message from the Outlook message list.

) Inbox - Microsoft Outlook

= x

= €51 Mailbox - Huggins, Jacquelyne
[ Conversation History
3 Deleted Items (9)
[ Drafts (5]
I [_{inbox (1)
o Infected
(@ Junk E-mail 3]
(=) Outbox
L) RSS Feeds
[ saved
(=3 sent Items
3 {1 Sync Issues
ol Web Forms
@ [, search Folders
5 Archive Folders

i Flle Edit View Go Tools Actions Outlook Connector Help Adobe PDF Type a question for help =
P& snagh ' Window ~ |5y i POF Converter3.0 |
Mail « ||[3 Inbox P~lw
Favorite Folders 2 |LC\|ck here to enable Instant Search |
L mbox 1) &, /[ § Received Subject Size F. % ‘5
1 Unread Mail
. ! 3 ) Tue 12/15/2009 1:56 PM FW: Canfidential T3 KB H.
[ sent tems
(31§ Tue 12/15/2009 1:51 PM 93 KB H.
Mail Folders 2
2 Tue12/15/2009 1:31 PM Luncheon 17th 3KB M.
2] A1l Mail Ttems M (3 Tue12/15/2009 11:37 AM RE: white pages 19 KB T. .

FW: Confidential

Huggins, Jacquelyne
Sent Tue12/15/2009 1:56 PM
Huggins, Jacquelyne

-1 Message | BB Fw- Confidential 2009-12-15 13_56_03.zip (62 KE)

in SecureZIP.

CEBEPLEE -

To view this message from the Microsoft Outlook Reading pane, double-click the message to have
SecureZIP open it in 2 new window.

If you do not have SecureZIP, you can download a copy at http://www.securezip.com. Alternatively, you
can use the free ZIP Reader by PKWARE(R). A copy of ZIP Reader is available at http://www.zipreader.com.

If you received this message on a Blackberry or other mobile device, we recommend you read the
message from your desktop/laptop computer using SecureZIP.

This message was encrypted by SecureZIP(R) by PKWARE. To view this message, open the .ZIP attachment

<

»

i3

-

76 Ttems

All folders are up to date. | £3| Connected to Microsoft Exchange ~

You will be prompted to open it. Click Yes.


http://www.securezip.com/
http://www.zipreader.com/

3. Enter the passphrase and click OK. Your message will open in Outlook.

SecureZIP oy

9 The message " was encrypted by SecureZIP,
i Would you like to open it?

Yes Mo

Method 2: Opening an encrypted message from the preview pane in Outlook

1. Double-click the attachment from the Outlook message preview pane, and then click Open.

FW: Confidential

Tue 12/15/2009 1:56 PM

- Message | 8 FW- Confidential 2009-12-15 18_56_03.zip (62 KB}

. Opening Mail Attachment E]
This message was encrypted by SecureZ achment
in SecureZlP. ? ou should only open attachments from a trustwarthy source,
oL
. . . Attach t: FW- Confidential 2009-12-15 18_56_03.zij
To view this message from the Microsof| Fro;(InrgZZ B Mn:rosg?t ‘oz;‘loh:k SIS e
SecureZIP open it in 2 new window.
' ’ .
If you do not have SecureZIP, you can do Wwould you ke to open the fils or save it to your computer v, you
can use the free ZIP Reader by PKWARE I open I I Save [ Cancel ] ader.com.
) . r ; y
If you received this message on a Blackh [ lwrays ask before opening this type of fil e

message from your desktop/laptop computer Using SecureZir.

2. SecureZIP will open with its main window displayed.

5 NEHE-&- = FW- Confidential 2009-12-15 18_56_03.zip - SecureZIP - = x
—/ Home QOrganize Compression Extraction View Miscellaneous @" T
@ @ N | Encrypt Files on/off Strong: Recipient list or passphrase - a
U o :3" ~ Sign Files on/off B2 Get a Digital Certificate
Add Extract Encrypt Sign sw  Email Wizard
Files~ Files™ = Archive | &8 Use FIPS 140 Mode -
Actions F} Security N || Wizard

{8 - Confidential 200%-12-15 18, 5603, eml

Selected 0 files, 0 bytes ‘ Total 1 files, 50 KB

3. Double-click on the message in the main window, enter the passphrase, and the encrypted message will open.

IMPORTANT NOTE: When you open an encrypted message from the Outlook message preview pane, it will open with
whatever email application (client) is associated with .eml files on your computer (such as Outlook Express). If you want
your message to open in Outlook (as opposed to your default .eml email client), Method 1 is recommended.

Using SecureZIP with other email clients

1. Create an archive using SecureZIP (see Creating an Encrypted Archive at the beginning of this document).

2. Attach the archive you created to your email message as you normally would. You will not be prompted to encrypt the
email message body text.

3. Send your message with its attachment as you normally would.

Get Help

The Technology Help Desk at 412 624-HELP [4357] is available 24 hours a day, seven days a week to answer your technology-
related questions. Questions can also be submitted via the Web at technology.pitt.edu.



