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COMPUTING SERVICES AND SYSTEMS DEVELOPMENT

Centrify DirectManage: Group Policy Management

Verifying Your Mac’s Presence in Active Directory

1. RDP to admanage.cssd.pitt.edu and log in using your University of Pittsburgh credentials.

2. Check to make sure that the machine you previously joined to the Active Directory (AD) is indeed in the list:
a. Double click the DirectManage Access Manager

icon, and click OK on the Connect to Forest Connect To Forest
WindOW that POpPSs up. To connect ko an Active Directary forest, please
EV specify any domain contraller in the forest.

Domain controller: FITT-FRODDC-04. univ. pitt.e

[ Connect as anather user

User name: |

Pazzword: |

b. The DirectManage Access Manager window appears.

af I Cancel

TS—
Centrify DirectManage Access Manager ]
& Centify 9 9 (B ECR E|
&) File Action View Window Help &=
e 2@E=

(23 Console Root

> (@ DirectManage Access Manager [f [ \C\ Centrify

DirectManage Access Manager

User. FITTHLRT2

£ Add User to Zone

Adkd an existing Active Directory user to a Zane and configure the user’s Cer
(e Create Zone

Create a new Zone and add it to the DirectManage Access Manager Administrator Console

z Add Zone to Console
V@ Add existing Zones to the Directtanage Access Manager Administrator Console

Run Report

Select, configurs and run reports for users, groups, computers, Zones and licenses

View Documentation
Open documentation folder

i

3. Inthe left-hand pane of the window, navigate to the Auto Zone and verify that your machine is in the list that
appears in the right-hand pane of the window. (The Auto Zone is an inventory of machines that have been
connected to the AD.)

@ Centrify DirectManage Access Manager
&) File Action View Window Help
- L =
(1 Console Root \ Name s Operating System Description Canenical Name
4 @) DirectManage Access Manager [\ ¢ i et here | Enter text here | Enter text here | Enter text here
&z
4 @ Zones dillon Mac 05 X [6.0] univ.pitt.edu/Depa
& Aute Zone X X X
discard 0SX[10.7.4] Striener mac_book univ.pitt.edu/Depa
> =3 Report Center
N B eoh-res-116-MAC 05X [10.8.0] MAC Centrify TESTER univ.pitt.edu/Depa
genh—s\rr—ﬂﬂd 05X [6.0] Mac Mini univ.pitt.edu/Depa
QFAY 05X[108.0] Anne Fay Macintosh univ.pitt.edu/Depa
= gs1712vUPZ 05X [10.7.4] univ.pitt.edu/Depa
ggragd—{ssdl Scientific [6.4 (Carbon]] G. Gollinger, Scientific Linux64 ... univ.pitt.edu/Depa
QHD-WS-II-MEC 05X[108.5] univ.pitt.edu/Depa
= HD-WS-3-Mac 05X [10.8.3] univ.pitt.edu/Depa
gHD—WS—Q—Ma( 05X [10.8.5] univ.pitt.edu/Depa
ghemonc-adm-ﬂolm 0S5 X [6.0] Daviston, Tamara Workstation (M...  univ.pitt.edu/Depa
ghemun:-res-UUSm Mac 05 X [6.0] Klei, Linda Workstation {(Macintosh)  univ.pitt.edu/Depa
(=] 1, NG hdar NE ¥ 60 L D Letatinm (bt bl simine mitt edisMena

4. Once you have verified your machine’s presence in the list, you can exit the DirectManage window; it is only being
used for machine verification at this point.

Note: If your Mac does not appear in this list, contact your Administrator to have it added.
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Accessing Centrify Settings for Group Policy Management

1.

Navigate to Group Policy Management (On a Windows machine, click the Windows/Start button, then

Administrative Tools, then Group Policy Management).

Remote Desktop Services >
e Active Directory Administrative Center

55 Active Directory Domains and Trusts

5 Active Directory Module for Windows PowerShell

BE Adtive Direclory Sites

I Active Directory Users and Computers
= ADSIEdit

%. Component Services

=

& Data Sources (VVBC)

and Services

Computer Management

Command Prompt
P

@ twiemes ptorer

) oirectianage a Manag

Group Palicy Management
=

> AllPrograms

Svent Viewer
Group Policy Management

v
Allows management of Group Policy across sites,
domains. and organizational units within one or more
forests.

3, Local Security Policy
Performance Monitor

5, Security Configuration Wizard

T

<5 Services

] Share and Storage Management

= Storage Explorer

=

() Task scheduter

@ Windows Firewsll with Advanced Security

(3] Windows Memory Diagnostic

£ Windows PowerShell Modules

W Windows Server Backup

System Configuration

Help and Support

Run

Windows Security

2.

In the resulting pop-up window, navigate to the OU (organizational unit) where you added your machine.

4 Group Policy Management
5k File Actign

15

o ==

=& x

Group Policy Management
Y 4 £\ Forest univ.pitt.edu
4 (35 Domains

4 5 univ.pitt.edu

51 Accounts
51 Applicants
51 Departments

[

51 Admin
3] AFROTC

a:/ Default Domain Policy

5| ADMFINAID

51 Alumni Relations
] Arts and Sciences o

»

Departments
Linked Giroup Policy bjects

Gioup Palicy Inheiitance | Delegation

Llr\k’Drdel GPO Enforced Link Enabled GPO Status |

< i

3. Within your OU’s folder, navigate to find the group policy for that OU. Right-click the previously-created group
policy that was assigned to the OU of which your Mac is a member, and select Edit. A Group Policy
Management Console warning window may pop up; click OK.

4 Group Policy Management
(& File Action View Window Help

@ | A@ X6 Hm

[E=8 EoR >3

BEE

4 [3] Workstations
] ADMFA,- GPO 2

> (&1 Administrative Students
> (&1 Budget & Personnel

» [&] Conference Rooms

> 3] €SSD-ManagedDesktop
P

5] Development Services
i/ CSSD - Print CL_T018
53/ CSSD - Print_CL_T09
» & Application Architecture
» (5] Data Architecture

.

1 Systems Architecture
5 (3] Centrify
a [] Centrify Testing
[/ C35D - Syshrch G,

1 CSSD-ManagedDesktop Exceptions

» il Development Services - No Java

»

CSSD - SysArch Centrify Test

Seape | Detals | Settings | Delegation

i/ CSSD - Consulting Services SCCM )

2/ CSSD - Managed Desktop Admins Links

151/ CSSD - Managed Desktop Mac Display inks inthis locatior: (v pit. e -]
i/ CSSD - Managed Desktop PC The following sites, domains, and OUs are linked ta this GFO:

i/ €350 - Managed Desktop Unix-Linux

] CSSD - Managed Desktop Wireless Location Erfoced Lk Enabled  Path

15/ CSSD - Ricoh Printing 5 Centiy Tesing No Yes Urivpitt. edu/Dieparments/CSED A orkstations.

i/ €SS0 - Smark Card Users =

15/ €SS0 -wsus

Group Policy Management Console @

Yiou have selected a link to a Group Policy Object [GPO). Except for
changes ta link properties, changes you make here are global to the GPO,
and will impact all other locations where this GPO iz linked.

Secu
Thes
Nar

Y]

[7] Do not show this message again

&1 EspA

51 105M

1 KM

5] NetEng & Telecorn
&1 Offic of The Director
51 Org Comm

Edit.
Ted

V| LinkEnabled
Save Repart.,

Wiew ’

2] Project
a1 Security
> &1 Support Services
> (&1 Zones
> E] DBML
> (&1 Dermatology

Taggle the Enforced attribute for this ink

o e e

Delete WMI Filtering

Renamne This GPO is linked ta the following WMI fiter

Refresh

[<none - Open

Help
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4. The Group policy Management Editor window will pop up. (Note that there are 2 types of group policies:
Computer Configuration and User Configuration.)

=/ Group Policy Management Editar EI@

File Action View Help
e B =0
CERPrT

ysArch Centrity e

P | CS8D - SysArch Centrify Test [PITT-PRODDC-01.UNIV.PITT.EQUI Policy
il Computer Configuration - P P
- 2 Select an item to view its description.  Mame

T
» || Preferences & Computer Configuration

_, User Configuration ‘ﬁ.‘; User Canfiguration

> || Holicies

> [ Preferences

~

\ Extended /(Standard

5. The first time a user logs in, he or she will have to load the Centrify template. Expand the Computer
Configuration folder; then expand the Policies folder within it, and right-click on Centrify Settings. Click on
Add/Remove Templates, and then on Add in the small popup window.

= Group Policy Management Editor EI@

File  Action View Help

|
_." CS3D - Sysbrch Centrify Test [PITT-PRODDC-0LUNIV PITT.EDU Policy Setting
4 (& Computer Configuration [EACommon UNIX Settings

4 [ Policies [CIMac OS X Settings

> [ Software Settings
s [ Windowes Settings
» @) Centrify Cloud Managernent Settings

4 (@ Centrif s===T
. @ Co Add/Remove Templates...
> 8 M Views 3
2 [ Admi o
» ] Preferenc Export List.,
4 4% User Configu
- ] Policies Help

» [ | Preferences

6. Select the Centrify_mac_settings file in the Open window. Click Open, and then click OK to add the Centrify

Open =
)=[d « » Files ¥ C Directhanage Access M I I 43 || search pot ]
- rogram Files » Centrify b DirectManage Sccess Manager » group policy » policy ~ [42 ][ search poticy o
Orgonize v New folder = A @
& Favsrites Name ’ Date modified Type Size
B Desktop =] centrify_gname settings 112320101053 .. XML Docuraent 597 k8

entriy_linu_settings /1172012 1130 PM XML Document KB
entrify_mac_settings 5/24/2003 £38PM__ XML Docurnent s49kE |
entrify_unix_settings 1271072012 10:49 . XML Document. 2aKB
4 Libraries =] centrifydc_fips 10/14/2012 9.04PM XML Docurnent HE
T Documents =] centrifyd_settings TA/ZLE 1020 PM XML Document ke
& Music

=] Pictures

B videos

8 Downloads

% Recent Places

1% Carmputer

€ Network

File name:  centrify_mac_settings b
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-/ Group Policy Management Editor (o™ ==

File Action View Help

7. The templates have now been added to both the Computer s rE] =]
Configuration and the User Configuration folders. (You can « #8 Compute Canfguration “ | policy
. AR — || E2502.1¢ ettings
expand each tree to view all of the templates that have been > £ Software Sttings i
» 7] Windows Settings ;
included). + @ Centrify Cloud aanagementsmin Eapp Seare Settings (Deprecated)
4 (&) Centrify Settings Eenergy Saver
> B C [DFirewall
. B [nternet Sharing
Now that the templates have been added, you can configure 3 8021 Setings Eetwork

> [0 Accounts [ZARemate Management
> [0 App Store Settings (Deprece [ Seripts (Lagind ogaut)

the Mac-specific group policies you wish to employ to suit

> [0 Energy Saver ([ Security & Privacy
your needs. > Wy i

> (20 Internet Sharing ([ Software Update Settings

5 ([0 Metwork

> [ Rernote Managerment
o (O3 Scripts fLoginfLogouty  |©
> [0 Security & Privacy

5 (L Services

> [0 Software Update Settings

» || Prefere
a i User Configurati
4 || Palicies
p B
>

Mac 08X Settings
> ([0 802.1x Settings
> [ Application Access Settings
> [0 Autornount Settings L4
> (L Desktop Settings

> [0 Dock Settings

> (L1 Finder Settings

» [ Folder Redirection

> [ Import Settings

> [0 Login Settings
> [C1 Media Access Settings
El I | 4 [} 3

Example: Group Policy Management Settings
In this section we’ll illustrate an easy example to show how you can configure a policy and apply it to your Mac. We'll
edit the Desktop Settings policy within the User Configuration folder

1. Select the Desktop Settings folder. The policy file for Desktop Settings will appear in the right side of the
window.

=/ Group Palicy Management Editor E@
File Action View Help
o2
4 % User Configuration
4 || Palicies
» [ Software Settings
[ Windous Settings
a @ Centrify Settings
a [ Mac 08X Settings
b B3 802, 1 Settings
b (L Application Access Settings

>

Palicy Setting

mputer idle time for starti

» [ Folder Redirection

5 [0 Import Settings

» [ Login Settings

b ([ Media Access Settings

5 (2 Mobility Settings

> ([ Printing Settings

> [ Seripts (LoginfLogout) i
(23 Security & Privacy

Surctarn Orafarancas Satinns

« [ | 2

m
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2. Double-click the “Set computer idle time...” policy file. The Properties window for that file will pop up. Click
Enabled, and set the screen saver time value to what you wish (e.g. 20 minutes). Then click OK.

[ Group Policy Mansgement Editor (= )[(=]
= SRR T B ETE
File Action View Help

ez 55 = H Palicy | Expain |
4 % User Configuration % Set computer idle time for starting screen saver —
4 [ Palicies
b [ Software Settings
b [ Windows Settings
4 @ Centrify Settings
a4 ([0 Mac 05X Settings
» (G 802.1% Settings| ¢ Disabled

> [ Application Ac
3 Autormount Se Stait scrsen saver alts (nintes)

1 (23 Desktop Settin I -
+ (2 Dock Settings
» (2 Finder Scttings
» [ Folder Redirect|
> [E Import Setting:
> [ Login Settings
» [ Media Access
> (20 Mobility Settin
> [ Printing Setting
+ (22 Seripts (Lagin/

(20 Security & Priv | |

Srckarn Orafara

g n, | ok Cancel Apply

Mot canfigured

" Mot configured
+ Enabled

Verifying Policy Implementation
You can verify that the group policy has been applied by using the Centrify Mac Diagnostics tool.

1. Logintoa Mac with alocal Mac Diagnostic Tool
Administrator account and open Centrify DirectControl Diagnostic Tool for Macintosh
. . . e
the Mac Diagnostic Tool. Click the \ P00 DUser | Debug/Logs | Support |
e

Group Policy button. GP Update L User Palicy _] L Machine Pclicy_]

/ [software/policies /centrify/centrifydc/settings /mac/automount/shares]
C55D - Managed Deskiop Mac:;0;0;

2. Click the GP Update button

[software/policies /centrify/centrifydc/settings / mac/desktop]

to load and apply the latest copy CSSD - Managed Desktop FC:;0;0;
CSSD - SysArch Centrify Test: :1;9;VALUEPART
Of the policy to the server. CSSD - SysArch Centrify TestidleTimeNUMERIC;1;2;20
[software/policies /centrify/centrifydc/settings / mac/scripts]
C55D - Managed Desktop Mac: 14:4,0000000001
3. You can see the Group pollcy that [software/policies/centrify/centrifydc/settings/mac/scripts/loginscripts]
. K CSSD - Managed Desktop Mac: :1,0;
we appIIEd (20 min screen saver), [software/policies /centrify/centrifyde/settings/ mac/security]
by clicking on the User Policy C35D - Managed Deskiop Mat oo 110

button and scrolling down to the

L Open Directory Utility_] L Quit

relevant section (highlighted).

You can configure and verify other policies using the same process described in this document. Simply choose the
folder/policy you wish to edit and follow the process outlined above.

Get Help

The Technology Help Desk at 412 624-HELP [4357] is available 24 hours a day, seven days a week to answer your
technology-related questions. Questions can also be submitted online at technology.pitt.edu.
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