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What is a password manager and its benefits?
What is the risk of not using one?

How is LastPass partnering with U of Pitt?
LastPass features and walkthrough.

Live demonstration of main features.

Additional resources available to you!



of breaches are linked to
passwords.

Breaches Are All Too
Common

72019 Data Breach Investigations Report
https://enterprise.verizon.com/resources/reports/dbir/

LogMe(D

Be Limitless.




Password Managers

What is a Password Manager?

A password manager is a service that remembers your
passwords, so you don’t have to.

LastPass Password Manager

» LastPass is the leading online password manager used by
millions to protect their identity and preserve their
sanity.

facebook

» LastPass encrypts and decrypts your data locally on your &

machine and never has the key to your vault.

» LastPass syncs everywhere with support for all browsers,
operating systems, and mobile devices.

LastPass e«



Why do People use LastPass?

Easy-to-use Secure Convenient
LastPass is simply the best way LastPass is designed so only you LastPass is always there, so you
to manage your passwords, and can access the information in don’t have to remember, type,
auto-syncs to any device. your encrypted vault. or create passwords anymore.

LastPasse««|
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Creating Your Account

LastPass e««| enterprise

company & LastPass

Hi

?

Your company has invited you to join LastPass. Since you already have

* Nowstugersst€esivsan withall on et you can
imeitei\comtamad s kinlg to ' Useyour g LasPassaocount oo

administrator could delete your account at any time. If you want

Crmte m ia Gcmt to t h e to sign up with your existing account, click this link: Activate

Your LastPass Account .

E n t e r p r I S e . Create a new LastPass account for company use only.

If you want to create a new account, click this link: Create a
New LastPass Account . After creating your account and
logging in, return to this email and click on the following link to
complete activation: Activate Your LastPass Account . You can
later 'link" your personal account to your company account, but
keep your data separate.

LastPass««-|



Creating a Master Password

* Long — Consider using a passphrase

« Strong — Use multiple character sets

« Unique — Different from previously used
passwords

« Example —
ThisisMylOngStrong&UniqueP@ssword

« Enterprise admins may set up your

minimum requirements.

LastPass««-|

Set password

Complete this form to reset your LastPass master password

idaaslastpass+2@gmail.com

Old Password

Reminder (Optional)

‘ Save Master Password

By completing this form, | agree to the Terms and Privacy Policy. |
want to receive promotional emails, unless | opt out.




Exploring the Vault

LastPass««-|

B #1Password Manager Vault & X [l My

LastPass Vault x -

C N LastPass: Free Password Manages rome gxlenuon Ahdonsintndsesiabicenen e e L Ly

=

v/ SUCCESS: Folder: Marketing Accounts123 was added.

All Items

GoToMeeting

Logmein Central
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Adding Passwords As You Go

(@ 8owrds | Trello X B
(_

C  # mps//irellocom/idasslastpass/boards

Addto L

m trello.com

LastPass e«

AstPass?

¥ Boards & Personal Boards

Sales CRM Pipeline
Croate new board

LastPass««-|



Add Passwords Manually

B My LastPass Vault X +

C R LastPass: Free Password Manager | chrome-extension://hdokiejnpimakedhajhdicegeplioahd/vault.html

4 ALL ITEMS Add password

URL:

https://www.linkedin.com/login?trk=guest_homepage-basic_nav-header-signin

Name: Folder:

Business LinkedIn Account Marketing Accounts

Username: Password:

|daaslastpass@gma||'com L R R R

Notes:

LastPass««-|



Importing Passwords

LastPass««-|

Import

Security Note: To keep your imported data safe, all
encryption and decryption is performed locally.

LastPass«««|

v Select...
Generic CSV File
Chrome Password Manager
1Password
Clipperz
Darn! Passwords!
Dashlane
eWallet
Figaro Password Manager
FireForm
HP Password Safe
KeePass
LastPass
McAfee SafeKey
MSI PasswordKeeper
MyPasswordSafe
Passpack
Password Agent
Password Corral
Password Depot
Password Dragon
Password Keeper
Password Safe
Passwords Max
PasswordVault
PINs Password Manager
Revelation Password Manager
RoboForm
SafeWallet
SPB Wallet
SplashiD
Sticky Password
TurboPasswords
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Generate Secure Passwords

[@ settings | Trello X + - = =
& —> C & httpsy//trello.com/idaaslastpass/account QA rﬂ L
® [0 Boards Q =,
v
". ldaas LaStPaSS @idaaslastpass
All set!
Profile and Visibility Activity Cards Settings hr

Missing something?
You're using a basic version of Trello to get the hang of things. Get the rest of Trello’s features here—don't worry, it's free!

Account Details

Change Password...

Change Language...

Notifications

LastPass««-|
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Shared Folders

LastPasse++| Q@ search my shared folders n s g eiad

# Allitems Manage Shared Folders

Shared Folders View Deleted Shared Folders @ SortBy: Name(a2) v

Shared-Team Folder

LastPass««-|
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Security Dashboard

* Audit your passwords

e Take actions to rectify weak
passwords

 Monitor email addresses for
potential risk

LastPass««-|

Security score

Looking good. With a little attention you'll be a security star! Learn more

At-risk passwords & View passwords

Mulufactor

@ ‘ Manage

Authentication

Dark web monitoring
Cyber.crime is real, Dont be a victim, With dark web monitoring, you'll be proactively
alerted if sites from your vault are breached. Monitor these addresses. All day, every

day. Learn more
T TP PP —

\ov"h@lnmg@logzrcm com S«ur.

idaaslastpass@gmail com

itadmini@logmein.com m




Tips on Improving Your Security Score

Store all your passwords in LastPass

Change all passwords to random complex password

Place an emphasis on length and complexity

Ensure each password is unique; no reused passwords

LastPasse««|
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Why have a Personal Account?

Enterprise Vault Personal LastPass
Account (Free)

Access Vault from Work Yes! Yes!
Computer

Access Vault from Yes! Yes!
Personal Computer

Vault contents Yes! Yes!

protected from

LastPass

Vault contents No. Admins have Yes! Admins have zero

TG L Rige I WGl Il activity logs for your insights into your
Enterprise account personal vault

You keep your vault No. The enterprise Yes! These vaults are

if/when you leave vault is disabled separate.




Families as a Benefit

~

Up to 6 Family members

~

Share what you want, with who you
want within the Families account

~

Detect compromised personal
accounts

~

Cross-platform access to LastPass

~

Easy to set up!

LastPass««-|

LastPassees| Q search myvault

Families as a Benefit

Your company has partnered with LastPass to
provide LastPass Families for free.

Activate now and invite up 10 5 others. Learn more

Activate LastPass Families for Free

Not Clsmed

o

Nice work!

You linked your personal and business accounts.

Back to Account Benefits

Not Linked
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Resources

« LastPass Support Site

* Visit Embark - LogMeln's

customer Training portal

 End User Toolkit

LastPass««-|


https://support.logmeininc.com/lastpass
https://embark.logmeininc.com/
https://support.logmeininc.com/lastpass/help/lastpass-end-user-toolkit

Thank You!
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