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Using SSH and sFTP to Access the University’s Unix Timesharing Service
with Windows

Overview

Your University Computing Account gives you access to file storage space on the Unix Timesharing Service. In order to access this
space, you must use one of two secure connection methods: SSH or sFTP.

e  SSH, which stands for Secure Shell, is a program that enables you to securely log in to a remote computer. SSH should be

used in place of telnet, which is an insecure method of connecting to a remote computer.

e SFTP stands for secure file transfer protocol. It enables you to transfer files securely between two computers. sFTP should

be used in place of FTP because files that are transferred using FTP are not encrypted.

You can use PUTTY to establish an SSH connection to the Unix Timesharing Service and a program called WinSCP can be used to
establish an sSFTP connection. This document explains how to connect to the Unix Timesharing Service with these two programs.

Accessing Unix Timesharing with Windows

Using PUTTY as an SSH Client

1. If you do not already have PUTTY installed on your Windows computer, open a Web browser to

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html. Right click the putty.exe file in the Binaries section and

save the file to your desktop.

2. Double click the PUTTY icon on your desktop to launch it.

3. A security warning will display asking if you want to run the software. Click Run.

‘ Open File - Security Warning

run thiz software?

M arne:
Publisher:

Tope:
From:

The publisher could not be verified. Are you sure you want to

pukby, exe

Unknown Publisher

Application

C:iDocuments and SettingstorrZ\Deskiop

[ Run ] l Cancel

Alwaypz ask before opening this file

publizher. “r'ou should only run software from publishers you trust.

@ Thiz file doesz not have a valid digital signature that verifies its
How zan | decide what software bo run?
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4. The PUTTY Configuration window displays. In the Host name field, type unixs.cis.pitt.edu. Make sure SSH is selected as the
Connection type. Enter Unix Timesharing under Saved Sessions and click Save. This will save your settings so you do not
have to enter them each time you log in.

5.

6.

Click the Unix Timesharing option and click Load. This will load your saved session. Next, click Open.

2 puTTy Configuration

Categarny:

[=- Session
Logging

[=- Teminal
K.eyboard
Bell
Features

(= Windaw
Appearance
Behaviour
Translation
Selection
Colours

(= Conrection
Data
Prosy
Telnet
Rlogin

S5H

Serial

Basic options for your PUT T session

Specify the destination you want to connect o

Hoszt Naﬂe [or |P address) Port
(|unixs.cis.pitt.edu ] | |22 |

Connection type:
O Raw O Telnet O Rloginl @ S5H| O Serial

Load. zave or delete a stored session

Saved Sessions

| Uriix Timesharing _

Default Settings

o)

Close window an exit:
O Always O Never () Only on clean exit

[ Open ] [ Cancel ]

Note: The next time that you use PuTTY, you can simply load and open your saved session. You do not have to enter the Host

Name each time.

2 PuTTY Co nfiguration

Categary:

(= Session
Logging

(= Terminal
Keyboard
Bel
Features

[=)- Window
Appearance
Behaviour
Tranzlation
Selection
Colours

[=- Connection
Data
Prosy
Telnet
Rlogin

SSH

Serial

Basic options for your PUT T session
Specify the destination you want to connect to
Host Mame [or [P address] Port
|un\xs.cis pitt. edu | |22 |

Connection type:

(O Raw () Telnet ) Rlogin ) 55H (O Serial

Load, save or delete a stored session
Saved Sessions

| Unix Timezharing |

Load I

Cloze window on exit
O tbways O Mever (33 Only on clean exit

' Open i Cancel

The first time that you use PUTTY, you may see the PUTTY Security Alert window below. Click Yes to cache the server’s host
key in the registry. This warning should not display again.

PuTTY Security Alert El

PUTTY's

hawe no guarantee that the server is the computer yau

think it is.

The server's reaz key Fingerprint is:

ssh-rsa 1024 e3ife:1d:75:F3:7a:bc:62:bb:93: 1dic 1 57:89:22:F3

t The server's host key is not cached in the registry, You
LAY

IF you krust this host, hit Yes b add the key to

1F you want ka carry on cannecting just once, without
adding the key ko the cache, hit Mo,

IF ou do nak brust this host, hit Cancel ko abandan the
connection.

cache and carry on connecting.

[

ves | me [ comel

File: Using SSH and sFTP with Unix Timesharing: Windows

Page 2 of 6

February 2009



7. Type your University Computing Account username and press the Enter key. Next, type your University Computing Account

password and press the Enter key.

unixs.cis. pitt.edu - PuTTY

ive suthentication.

8.

# unixs.cis. pitt.edu - PuTTY.

7 K

INTENANCE

Installing WinSCP for sFTP

1. Open aWeb browser to http://winscp.net/eng/download.php. Right click the Installation package link in the Downloads section

and select Save Target As. Save the file to your desktop.

WinSCP File Downloads

+ Downloads

+ New Releases Notification
« Public Key Tools

« Licence

Downloads
WinSCP 4.1.8
{ J(2.483.799 bvtes: 1.270.197

Qpen
Ky
downloads to date) Gpanin e Tab
Portable executable .

Blews Windgw

low

2. Double click the winscp418setup icon on your desktop.
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3. Asecurity warning will display asking if you want to run the software. Click Run.

Open File - Security Warning E

The publisher could not be verified. Are you sure you want to
run this software?

Mame: winscpd1dsetup.exe
Publisher. Unknown Publisher
Type: Application
From: C:\Documents and Settingstorr2iDeskiop

[ Fun ] [ Cancel

Alwaps ask before opening thiz file

This file does naot have a valid digital signature that verifies its
publisher. ‘r'ou should only n software from publishers you trust.
Hows can | decide what software to run?

4. Select the language for the installation and click OK. The WinSCP Setup Wizard will display. Click Next.
5. Read the license agreement and click Next.
6. Select Typical installation and click Next.

7. Select Norton Commander Interface as the interface style and click Next.

it Setup - WinSCP

Initial user settings "
Please, select your preferred user interface options.

User interface style
(@ Morton Commander interface ]

- bwo panels (left for local directary, right for remote directony)

- keyboard shartcuts like in Morton Commander [and other similar programs as Tatal
Commander, Midnight Commander...]

- drag & drop to/from both panelz

() Explorer-ike interface

- only remate directony
- keyboard shortcuts like in ‘windows Explorer
- drag & drop

< Back I] Mext > l[ Cancel

8. Click Install to begin the installation process.

9. When the installation has been completed, click the Finish button.
Using WinSCP for sFTP

1. Double click the WinSCP icon on your desktop to open the program.
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2. The WInSCP Login screen will display. Enter unixs.cis.pitt.edu in the Host name field. Enter your University Computing
Account username and password where prompted. Leave the Port number set to 22. Ensure that the File protocol is set to

SFTP and click Save.

Session Session
“ Stored sessions Hoszt name: Fort number:
Erviranment T
| unixz. ciz. pitt. edu 22 =
o Directories [ ~ ] | | v|
35H Uger name: FPazsword:
Preferences {diE] | [T I |
Private key file:
Pratocol
File protocal; SFTF v | [+] &llow SCP fallback
[] &dvanced options
[ about,.. l ’ Languages ] [ Login ] [ Cloge ]

3. Enter a name for your saved session (for example, Unix Timesharing) and click OK.

r

Save session as

llLlni:-c Timesharing J

[] 5ave pazsword [not recommended)

[ Cancel | | Hep |

4. Select your Unix Timesharing session and click Login.

Note: The next time that you use WinSCP, you can simply select your stored session and click Login. You do not have to enter
the Host Name each time.

WinSCP Login

Session
Stored sessions
Environment
Directories
SSH
Preferehces

[] Advanced aoptions

=
]
=

Edit

Delete

Rename

Mew folder...

Set defaults

Shellicon...

Tools...

’ About... ] ’Languages

1t e

Save.“ Elose
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5.

The first time that you use WinSCP, you may see the Warning window below. Click Yes to add the host key to the cache. This
warning should not display again.

The zerver's host key waz nat found in the cache. Y'ou have no guarantee that the server iz the computer pou think it is.

The zerver's rza2 key fingerprint is:
ssh-rsa 1024 edfe1d: 753 7 abe:B2:bbe 93 1d:01:57:89:22:43

IF pou truzt thiz hast, press Yes. To connect without adding host key to the cache, presz No. To abandon the connection press Cancel.

Continue connecting and add hast key ta the cache?

()

][ Cancel ][ Copy Key ][ Help ]

6. You are now securely connected to the Unix Timesharing Service and can copy files back and forth between your computer (left
side of window) and the remote system (right side of window).

"3 My Documents - @unixs. cis. pitt.edu - WinSCP

Local Mark Files Commands Session Options Remote Help
- - BEe EeR ST i tH Diefaul: & -
() dacuments o 3 i @ ie - o @ i
ents 5 nts
Size | Type Changed ~ # Size  Changed Rights
= Parent directary 12602009 ,, 1/12/2009 6:12, ., resr-sr-x
[C2)My Adobe Captivate Pr.., Filz Folder 1§23/2009 .. 10/29§2008 3:3...  rer-xr-x%
)My Archives File Folder 1)23/2009 .. [
)My eBooks File Folder 1)23(2009 .. o TWEE-ERX
@My Music Filz Folder 1§23/2009 ..
hﬂMy’ Pictures File Folder 1)23/2009 ..
(A My Shapes File Folder 1j23{2009 ..
EMV Yideos File Folder 1)23f2009 .. (Chptivate 12/17/2003 8:5...
[C)5naalt Catalog File Falder 1j23/2009 .. [Cpublic 111042005 10:...
|22 Updaters File Foldsr 142602009 .. 0 12/12{2003 &1
2,285 12/12/2003 311 [ —
0 11/5/2008 5i22,.,  rw--eeees
11,499 10/10/1991 125, r-xr-xr-x
= o
& ? 3 ?
0B of 98,350 KiB in 0 of 34 0B of 115 KB in 0 of 24
[ F7 Create Directory L F10 Guit
g sFRz 0:01:06

Questions and Feedback

The Technology Help Desk at 412 624-HELP [4357] is available 24 hours a day, seven days a week to answer your technology-
related questions. Questions can also be submitted via the Web at technology.pitt.edu
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