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Configuring IMAP Email Clients to Enable SMTP Authentication

Overview

University of Pittsburgh Enterprise IMAP Email usare nowable to send messages from off campus locations witinsut
connecting to th&ecure Remote AcceService(SSL VPN). The outgoing messaging (SMTP) servers allow users to authenticate
using their University Computing Account usernames and passwbeels sending message&ffective November 1, 2009, SMTP
Authentication will be required for all IMAP users regardless of whether they access the service from-carapoff locations.

Important Notefor Email Mailing List Subscribers:The Uni versityds outgoing mailto serve
your email address following the username. (For exanube@ pitt.edis changed tgdoe+@pitt.edu) When you configure your

email client to use SMTP Authentication, this plus sign will no longerdagted into your email addresdf you post tanailing lists,

before configuring your mail client to use authenticated SMBR,should unsubscribe to the mailing list, make the SMTP
configuration changes and theersubscribe to the list. This will eliminate the discrepancy that would occur whernyytoypost

with an email address that does not include the plus sign.

Specific instructions for variousupported IMARemail clientsare providedn the shaded botselow. In general, you will complete
the following steps.

1. Turn on SMTP authentication for the outgoBiI TP server.
2. Change your outgoing SMTP server port setting fpam 25 to either ports87 or port465 (this will dependon your client).

3. Set your e ma iercryptidnto et StosSSISeRtTyprtion(this will depend on your client).

Click on the name of your IMAP email clientbelow for detailed configuration instructions.

e Thunderbird e Thunderbird
e OQutlook 2007 e Entourage 2004 or 2008
e Qutlook 2003 ¢ Mac Malil
e Qutlook Express 6
SpecialNotes:

e If you use a digital certificate to sign or encrypt your email messages, you will n@golydor a new certificatafter
completng the steps in this help sheet.

e If you use PGP Desktop Emait open source PGP software encryption tools with your email gjiemtnay need tadd an
alternate email address to your existing key a#i@r completing the steps in this help sheet.
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Update Your IMAP Email Clienté s Setting

Thunderbird for Windows or Macintosh
1. LaunchMozilla Thunderbird. @Gck the Tools menu and sele&ccount Settings

2. TheAccount Settingswindow (on Windows) ombox for username@pitt.edu window(on Mac) will display. 8lect your
IMAP accountclick Outgoing Server (SMTP) and clickEdit.

—

Account Settings [gl

= jdoe@pitt.edu
Server Settings

Copies & Folders Althaugh vou can specify more than one outgoing server (SMTP), this is anly

Composttion & Addressing recommended For advanced users, Setting up multiple SMTP servers can cause
errors when sending messages.

Offling & Disk Space

Return Receipts jdoe@pitt edu - smtp. pitt, edu (Default)
Security

[=Local Folders
Lisk Space

outgoing Server (SMTP) Settings

3. TheSMTP Serverwindow (on Windows) o6ettingswindow (on Mac) will display. In th@ort field, type587. ForUse
secure connectionmake sure thafLS is checked. CliclOK.

r &l

SMTP Server El

Settings

Descripkion: | |

Server MName: | smkp. pitt.edu |

Port: | 587 Default: 25

Security and Authentication

[ Use name and password ]

User Mame: | jdoe

Use secure connection:

Mo (O TLS, if available (@ R0

|] Ok “ [ Cancel ]
4. In theAccount Setthgswindow, clickOK.
File: Configuring IMAP Email Clients to Enable SMTP Page2 of 11 June 2009

Authentication



Outlook 2007

1. Launch Outlook 2007. Click thEools menu and sele&ccount Settings.

2. TheAccount Settingswindow will display. Select youMAP account and clickChanges .

Account Settings
e
E-mail Accounts
You can add or remove an account. You can select an account and change its settings.

| [ |Data s | R5S P [ Sharspont st | ntemet Caenders | ublshed Colendars | Address Books

g New... ﬁ‘ﬂepu...QSexasDefadt K Remove 2 &

|| | Name Type
(jdoe@pitt.edu IMap/SMTP |

3. Click theMore Settingsbutton.

Change E-mail Account @ =ans e

Internet E-mail Settings
Each of these settings are required to get your e-mall account working.

User Information Test Account Settings

Your Name: [ John Doe After filng out the information on this screen, we
recommend you test your account by dicking the

E-mail Address: jdoe @gitt.edu button below. (Requires network connection)
Server Information -
Aot Tye — = Test Account Settings ... ]
Incoming mail server: (imap.pitt.edu
Cutgoing mai server (SMTP): |amep pitt.edu
Logon Information
User Name: \jdoe
Password:

[ |Remember password
|7 Requrre logon usng Secure Password Authentication (SPA)

Back [ Next > J
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4. Click theOutgoing Servertab. Check thdy outgoing server (SMTP) requires authenticationbox. Make sure thatise the
same settings as my incoming mail servés also checked.

=

Internet E-mail Settings

| General || Folders | Qutgoing Server | Connection | Advanced |

My outgoing server (SMTF) requires authentication
@ Use same settings as my incoming mail server
() Log on using

User Marme: | |

Password: | |

Remember password
Require Secure Password Authentication {SPAY

[ Ok ][ Cancel ]

5. Click theAdvancedtab.Change the value und@utgoing srver (SMTP) to 587.Also, ®lectTLS from theUse the following
type of encrypted connectiordrop-down menuClick OK.

Internet E-mail Settings @

| General || Folders | Oubgaing Server | Connection | Advanced

Server Port Mumbers

Incoming server (TMAR): | 143 | [ Use Defaulks ]

Use the following byvpe of encrypted connection: | TLS w

G)utgoing server (SMTP) ]

(I:Ise the Following type of encrypked connection: |TL5 A n

Server Timeouts

Short 737 Long 1 minute

Folders

Raat falder path:

6. Click Nextand then click th&inish button.
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Outlook 2003

1. LaunchOutlook 2003 Click theTools menu and sele&-mail Accounts.

2. From the Email Accounts window, sele&fiew or change existing enail accountsand clickNext.

3. From the Email Accounts menu, seleichap.pitt.edu and clickChange.

E-mail Accounts

E-mail Accounts
‘ol can select an account and change its settings or remave it

Outlook processes e-mail for these accounts in the Follawing order:

MName Type Change...
Microsoft Exchange Server Exchange (Default)
i e

Remove

Set as Defaulk

%
%
Move Up

i)

Deliver new e-mail to the Following location:

|Mailbox jdoe@pitt.zdu v | [ Mew Dutlook Data File. .,

< Back ” Finish l[ Cancel

4. Next, selecMore Settings

E-mail Accounts [5_<

Internet E-mail Settings (IMAP)
Each of these settings are required to get your e-mail account working.

User Information Server Information

Your Mame: Incoming mail server (IMAPY:  [imap, pitt, edu
E-mail Address: |idoe@pitt. edu Cubgaing mail server (SMTPY | sroep, pitt edu

Logon Information

[Iremember passward

|:| Lag on using Secure Password More Setkings ...

Authentication (SPAY

< Back ” Mext > ][ Cancel
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5. Select thedutgoing Servertab. Check theMy outgoing server (SMTP) requires authenticatiorbox. Make sure thafse the
same settings as my incoming mail servés also checked.

Internet E-mail Settings

General | Qutgoing Jerver |C0nnection Advanced

[ My oukgoing server (SMTP) requires authentication ]

@ Use same sethings as my incoming mail server

O Log on using
User Mame:

Passward:

[Jremember password
[[]Log on using Secure Password Authentication (SPA)

I Ok, l [ Cancel

J

6. From the Internet Enail Settings window, sele&dvanced Change the value und@utgoing server (SMTP)to 465. Check
thebox next toThis server requires an encrypted connection (SSLELlick OK.

Internet E-mail Settings
General | Outgoing Server Connection | Advanced _

Server Port Numbers

Incoming server (IMAP): | 993 Use Defaults

This server requires an encrypted connection (S5L)

=

Qutqgoing server (SMTP): 465
This server requires an encrypted connection (S5L)

Server Timeouts

Short Long 1 minute
Folders
Root folder path:

J

P —
I[ OK " [ Cancel
N—

7. Click Next and then click th&inish button
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Outlook Express6

1. LaunchOutlook ExpressClick theTools menu and seleéccounts.

2. From thelnternetAccounts windowglick theMail tab and double click your Pitt IMAP account.

3. ThePropertieswindow will display. Click theServerstab. Check the box next thly server requires authentication Click

the Settingsbutton.

-

*E imap. pitt.edu Properties

General| Servers |Connection Security || Advanced || IMAP

Server Information
My incoming mail gerveriz a | IMAP FEMYEL

Inzaming mail [[kMAP): |imap.pitt.edu |

Outgoing mail [SMTF); |smtp.pitt.edu |

Incoming kail Server

Account name: |jl:|DE |

Password: |uuuu. |

Femember password

[ Log on using Secure Password Authentication

Qutgoing Mail Server

( by server requires authenlication] ( Settings... ]

l 0k H Cancel H Apply ]

4. TheOutgoing Mail Server window will open. Select the radio button nexthse same settings as my incoming mail server

and clickOK.
Qutgoing Mail Server
Logon Information
(@ |Jze zame settings az my incoming mail serer ]
() Log on using
[ (1] l [ Cancel
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5. Click theAdvancedtab. Check the box next tohis server requires a secure connection (S$LEnter465in thebox next to

Outgoing mail (SMTP).

—_—

] imap. pitt.edu Properties

General | Servers | Connection | Securityl Advanced | pap

Server Port Mumbers

[ Outgaing mail (SMTP). 485 | | Wse Defauls

This server requires a secure connection [S51)

Incoming mail [IMAP): 899

Thiz zerver requires a secure cannection [SSL)

Server Timeouts

Shatt 0 Lomg 1 minute

Sending

[] Break apart messages larger than I:I KB

[ 0K H Cancel ]ﬁ Apply

6. Click the Apply button, then click th©K button. Click Close
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Entourage 2004 or2008

1. LaunchEntourage?2004 or2008. Click theTools menu and sele&ccounts.

2. Double click your Pitt IMAP account.

3. TheEdit Account window will display.

options.

enoe Accounts (=]

‘New Delete Make Default

———f"Mail | News | Directory Service

fils_Pitt IMAP (IMAP)

In theSending Mail section, click the butto@lick here for advanced sending

Edit Account

[ "Account Settings | Options | Advanced | Mail Security }

Account name: | PIttIMAP
[ include this account in my *Send & Receive All* schedule

Personal il

Name: John Doe

E-mail address:  Ioe@pit edu

Receiving mail

Account ID:  idoe

IMAP server.  imap.pitt.edu

Password:  "eesesses

# save password in my Mac 05 keychain

Click here for advanced receiving options

Sending mail

SMTP server:  SMip.pittedu

( Click here for advanced sending options ]

( Cancel

4. CheckSMTP service requires secure connection (SSLEheckOverride default SMTP port checkbox and typé65 Check

SMTP server requiresauthentication andmake surdéJse same settings as receiving mail servisrselected

5. Click theEdit Account window to select it, then clickK. Close theAccountswindow.
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