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Configuring IMAP Email Clients to Enable SMTP Authentication 

 

 

Overview 

University of Pittsburgh Enterprise IMAP Email users are now able to send messages from off campus locations without first 

connecting to the Secure Remote Access Service (SSL VPN).  The outgoing messaging (SMTP) servers allow users to authenticate 

using their University Computing Account usernames and passwords when sending messages.  Effective November 1, 2009, SMTP 

Authentication will be required for all IMAP users regardless of whether they access the service from on or off-campus locations. 

Important Note for Email Mailing List Subscribers:  The Universityôs outgoing mail servers automatically insert a plus sign into 

your email address following the username.  (For example, jdoe@pitt.edu is changed to jdoe+@pitt.edu.)  When you configure your 

email client to use SMTP Authentication, this plus sign will no longer be inserted into your email address.   If you post to mailing lists, 

before configuring your mail client to use authenticated SMTP, you should unsubscribe to the mailing list, make the SMTP 

configuration changes and then re-subscribe to the list.  This will eliminate the discrepancy that would occur when you try to post 

with an email address that does not include the plus sign. 

Specific instructions for various supported IMAP email clients are provided in the shaded box below.  In general, you will complete 

the following steps.   

1. Turn on SMTP authentication for the outgoing SMTP server.  

 

2. Change your outgoing SMTP server port setting from port 25 to either port 587 or port 465 (this will depend on your client).  

 

3. Set your email clientôs SMTP encryption to use TLS or SSL encryption (this will depend on your client). 

Click on the name of your IMAP email client below for detailed configuration instructions. 

Windows Mac 

 Thunderbird 

 Outlook 2007 

 Outlook 2003 

 Outlook Express 6 

 Thunderbird 

 Entourage 2004 or 2008 

 Mac Mail 

 
Special Notes:   

 If you use a digital certificate to sign or encrypt your email messages, you will need to apply for a new certificate after 

completing the steps in this help sheet.   

 If you use PGP Desktop Email or open source PGP software encryption tools with your email client, you may need to add an 

alternate email address to your existing key pair after completing the steps in this help sheet.   

  

http://technology.pitt.edu/
http://technology.pitt.edu/Documents/email-accounts/digital-certificates/Using_Digital_Certificates_FINAL.pdf
http://technology.pitt.edu/Documents/email-accounts/accessing-email/other/Update_IMAP_PGP(1).pdf
http://technology.pitt.edu/Documents/email-accounts/accessing-email/other/Update_IMAP_PGP(1).pdf
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Update Your IMAP Email Client ôs Settings  
 

Thunderbird for Windows or Macintosh  

 

 

1. Launch Mozilla Thunderbird.  Click the Tools menu and select Account Settings. 

 

 

2. The Account Settings window (on Windows) or Inbox for username@pitt.edu window (on Mac) will display. Select your 

IMAP account, click Outgoing Server (SMTP), and click Edit .   

 

 
 

3. The SMTP Server window (on Windows) or Settings window (on Mac) will display.  In the Port field, type 587.  For Use 

secure connection, make sure that TLS is checked. Click OK. 

 

 

 
 

4. In the Account Settings window, click OK .   
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Outlook 2007 

 

1. Launch Outlook 2007. Click the Tools menu and select Account Settings. 

 

2. The Account Settings window will display. Select your IMAP account and click Changeé. 

 

 

3. Click the More Settings button. 
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4. Click the Outgoing Server tab. Check the My outgoing server (SMTP) requires authentication box. Make sure that Use the 

same settings as my incoming mail server is also checked. 

 

 
 

5. Click the Advanced tab. Change the value under Outgoing server (SMTP) to 587. Also, select TLS from the Use the following 

type of encrypted connection drop-down menu. Click OK . 

 

 

6. Click Next and then click the Finish button. 
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Outlook 2003 

 

1. Launch Outlook 2003. Click the Tools menu and select E-mail Accounts. 

 

2. From the E-mail Accounts window, select View or change existing e-mail accounts and click Next. 

 

3. From the E-mail Accounts menu, select imap.pitt.edu and click Change.  

 

 
 

4. Next, select More Settings.  
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5. Select the Outgoing Server tab.  Check the My outgoing server (SMTP) requires authentication box. Make sure that Use the 

same settings as my incoming mail server is also checked. 

 

 
 

6. From the Internet E-mail Settings window, select Advanced. Change the value under Outgoing server (SMTP) to 465. Check 

the box next to This server requires an encrypted connection (SSL). Click OK.   

 

 
 

7. Click Next and then click the Finish button. 
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Outlook Express 6 

 

1. Launch Outlook Express. Click the Tools menu and select Accounts. 

 

2. From the Internet Accounts window, click the Mail  tab and double click your Pitt IMAP account.  

 

3. The Properties window will display.  Click the Servers tab.  Check the box next to My server requires authentication.  Click 

the Settings button.  

 

 
 

4. The Outgoing Mail Server window will open.  Select the radio button next to Use same settings as my incoming mail server 

and click OK .   
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5. Click the Advanced tab.  Check the box next to This server requires a secure connection (SSL).  Enter 465 in the box next to 

Outgoing mail (SMTP).   

 

 
 

6. Click the Apply  button, then click the OK  button.  Click Close.  
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Entourage 2004 or 2008 

 

1. Launch Entourage 2004 or 2008.  Click the Tools menu and select Accounts. 

 

2. Double click your Pitt IMAP account.  

 

 

3. The Edit Account window will display.  In the Sending Mail section, click the button Click here for advanced sending 

options.    

 
 

4. Check SMTP service requires secure connection (SSL). Check Override default SMTP port  checkbox and type 465.  Check 

SMTP server requires authentication and make sure Use same settings as receiving mail server is selected.   

 

 
 

5. Click the Edit Account window to select it, then click OK .  Close the Accounts window. 

 

  




